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Visual appeal has been shown to influence perceptions of usability and credibility, and we hypothesize that something similar is
happening with user judgments of website security: What is beautiful is secure. Web certificates provide reliable information about a
website’s level of security, presented in browser interfaces. Users should use this to inform their trust decisions online, but evidence
from laboratory studies and real-world usage suggests that they do not. We conducted two studies—one in lab, and one online—in
which participants view and interact with websites with high and low visual appeal, and various security levels, and then make
security-related judgments. In both studies, participants consistently rated visually appealing websites as more secure, and indicated
they would be more likely to enter sensitive information into visually appealing websites—even when they were less secure. Our
results provide evidence that users rely on visual appeal when making security and trust decisions on websites. We discuss how these

results may be used to help users.
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1 Introduction

It has been shown that What is beautiful is usable [53], and we speculate that what is beautiful is secure as well. The
influence of a perceived attribute of an object on an unrelated other attribute is known in the psychology literature as a
‘halo effect’. In the landmark paper that first demonstrated this effect, What is beautiful is good [10], people rated as
beautiful were perceived to have more socially desirable traits. The halo effect was later observed in the context of HCI
and user interfaces. For example, users are quick to form a number of judgments about a website based on their first

impression of its appearance [23]. In the domain of cybersecurity, it has been shown that users in general do not pay
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attention to security information in browser interfaces. Remarks made by participants in a study on alternative certificate
interfaces suggest that users were making judgments about a website’s identity based on its visual appearance [48].

Given that many activities relating to both work and play are today carried out online, online security and best
practices become critical. This becomes more important when we realise that users make many key decisions about
which websites to trust, which ones to make purchases from, and which ones to log into (revealing passwords and
personal details). What do users rely on to make security decisions online? We specifically wish to study the case of
websites that are fraudulent, but mimic trustworthy sites to capture credentials, violate users’ security and privacy,
download malware, and undermine infrastructure. This paper examines if people base their judgments of website
security on visual appeal.

Aesthetics has been defined in many ways [21]. However, the two main definitions are: (1) to describe a pleasant
physiological reaction or (2) a visual property of an object requiring judgment of its appearance [11]. Henceforth, we
refer to the latter definition as visual appeal. We take the following definition of cybersecurity, which is meant to
encompass its many dimensions: “cybersecurity is the organization and collection of resources, processes, and structures
used to protect cyberspace and cyberspace-enabled systems from occurrences that misalign de jure from de facto
property rights” [9]. Usability is defined by the International Standards Organization [16] as the “extent to which a
system, product or service can be used by specified users to achieve specified goals with effectiveness, efficiency and
satisfaction in a specified context of use”. This is the definition used in this paper as well.

Website security is often technically defined as the support for encrypted connections (e.g. TLS). We are primarily
concerned with a broader, more commonsense notion of security which includes, in addition to the technical definition,
an indication of the website’s identity, which can be used to inform user trust decisions. This information could help
users guard against a subset of attacks—any that attempt to mislead users about a website’s identity, such as phishing
attacks.

The primary objective of this paper is to examine the influence of website visual appeal on perceived security. We
want to know if what is beautiful is regarded as secure. As a secondary goal, we aim to replicate previous research

demonstrating an influence of visual appeal on usability.

2 Background
2.1 The Halo Effect and the Impact of Visual Appeal

In psychology, it has been shown that perceptions of object attributes can affect perceptions of other, unrelated attributes.
For example, people may make character assumptions based on a person’s appearance. This is called the halo effect,
where, for example, beautiful people are perceived to have more socially desirable traits [10]. In HCI, in spite of
some methodological issues [15], it has been demonstrated that visual appeal influences a user’s first impression of a
website [53], and that this first impression often happens in under 50 ms [24]. Research in HCI has also shown that this
first impression can impact perceptions of other attributes. We present a summary of a small sample of the most central
papers on this topic here.

While research in the area existed [20] prior to the work of Tractinsky and colleagues [52, 53], they seem to have
catalyzed a stream of research on the influence of visual appeal on usability in HCIL. They found that the visual appeal
of ATM interfaces affected usability, where more visually appealing interfaces were rated more usable, and that visually
appealing interfaces increased satisfaction as well as perceptions of quality, both before and after use [53]. A few years

later, [33] presented a framework for emotional design in which the visual appearance of an object has a deep influence
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on how it is judged by the user. Many studies followed Tractinsky and colleagues, examining the relationship between
visual appeal and usability. For example, [54] found that usability is affected by visual appeal before the system is
even used. [49] found a complementary relationship between visual appeal and usability: visual appeal impacts user
experience by creating a captivating first impression, whereas usability is more important to keep users engaged with a
website during and after use. Two other experiments by [56] showed that there was a preference for relatively attractive
pages over relatively unattractive pages after short exposures, and aesthetic pages that are also more informative are
rated as more attractive than purely visually appealing pages.

Visual appeal has also been found to influence other factors in addition to usability. For example, [38] show that
visual appeal influences judgments about the credibility of a website’s content, and the effect registers within the first
few seconds of looking at the page. Perceptions of visual appeal affect user preferences before using the website [22].
In addition, [23] measured subjective ratings of visual appeal, usability, and trustworthiness after showing websites
for a short time (500ms), and found evidence that all three ratings were driven by visual appeal. Other studies in
HCI [27, 28, 51] have also found ties between visual appeal and emotion, and both can influence perception of websites.

The halo effect of visual appeal has also been observed in domains outside HCIL For example, researchers have linked
visual appeal with measures of health and fertility [14, 26, 37, 43], suggesting that the halo effect may have emerged as
a consequence of evolutionary processes. Visual appeal also appears to affect food choice. When selecting which food
item to purchase, customers are influenced by visual elements such as colour, graphics, size, and shape [42]. Silayoi and
Speece argue that this is because visual elements are easier to process than informational elements, and visual elements
evoke a stronger emotional response. Another study in the domain of food choice showed that food products with
aesthetic packaging were chosen more often—even at higher prices, and over well-known brands; that these decisions
were slower on average, indicating a stronger affective response; and exposure to these aesthetic items increased
activation in a brain area associated with reward [36]. In the context of industrial product choice, [61] found that the
visual appeal of industrial products had an influence on preference that often exceeded the influence of performance
factors and cost. These and other previous findings mentioned here motivated us to examine the impact of visual appeal

on perceived security.

2.2 Online Security

Web certificates offer two main assurances to users. The first is that the connection between the browser and the
website is encrypted. Encryption provides a secure channel of communication between users and websites. Secure
Sockets Layer (SSL) and Transport Layer Security (TLS) use asymmetric cryptography for in-transit encryption.

Although a connection between a user and a website may be ‘secure’ strictly speaking through encryption, if the
secure connection is to a malicious website this is obviously undesirable. The second assurance offered by certificates
pertains to information about the website’s identity. Certificate Authorities (CAs) create and issue X.509 certificates [8]
to website owners; depending on the type of certificate requested, CAs will take steps to verify the identity of the
certificate owner. Website identity information can help users in determining whether the website indeed belongs to an
identity they trust.

There are three types of certificates accepted by web browsers: Domain Validated (DV), Organization Validated (OV),
and Extended Validation (EV). All three certificates ensure that the connection is encrypted. DV confirms that the
certificate is issued to someone who controls the domain, determined by a challenge-response process. OV adds details

of the website’s organization (e.g. company registration), which is confirmed by CAs. EV adds more identification
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information, including the geographic location of the organization, confirming contact details, and linking the website
to a legal entity. The majority of legitimate websites have OV certificates [45].

Web servers store the certificates, and they are accessed by browsers. When a user accesses a website with the https
protocol, the browser first retrieves the certificate. If the CA that issued the certificate is recognized and the certificate is
valid, then the browser uses it to establish encrypted access to the website, and presents identity information to the user,
depending on the type of certificate. A quick summary of certificate information is shown in the certificate indicator,
to the left of the URL. More detailed information is available in a menu that is accessible by clicking the certificate
indicator. However, this information is not only difficult to find, but uses obscure language that is meaningless to all but
the most technical users.

The three validation types all provide the same assurances regarding connection security, but they differ significantly
in assurances of identity. DV certificates provide next to no identity assurances, as they are easily obtainable by anyone
with a registered domain. Shopify, a service that helps vendors create websites, promoted the fact that it provides
free DVs for all sites [41]. Most relevant to the present study, even malicious actors can easily obtain DV certificates
for fraudulent websites from services like Let’s Encrypt; in late 2020 it was estimated that 89% of phishing sites were
Domain Validated [1], and this figure rises each year. To acquire an EV certificate, on the other hand, the organization
belonging to the certificate holders has been vetted to some extent, and they can in principle be held legally responsible
if the user is harmed while using the site.

Currently (mid-2022) the certificate indicators used by Google Chrome! are as shown in Figs. 1b-1e. EV, OV, and
DV certificates are all given a lock symbol. Prior to this, until mid-2019, the certificate indicator for EV had additional
text denoting its identity and the company’s national registration jurisdiction. This ‘legacy’ EV is shown in Fig. 1a. In
announcing their decision to remove the EV indicator, Google cited that the indicators did not appear to dissuade users
from making insecure choices, and the company name information provided could be confusing to users [6].

EV certificates today (Fig. 1b) are not differentiated from OV or DV in the browser UL In these examples, Twitter has
an EV certificate 2 and Facebook has an OV both offer additional identity information compared to Dior’s DV. Yet all
three indicators appear the same, masking from users the additional assurances offered by OV and EV.

This lack of differentiation between the various certificate types in browser Uls means that, dangerously, a fraudulent
website with a DV would appear to end users the same as a legitimate website featuring an OV or EV certificate: all
featuring the lock symbol, which has strong connotations of security. For example, secwww.com/facebook (owned by
us) shows a valid DV, and could easily be made to look identical to the real Facebook website thanks to freely-available
website download tools.

Assurances of identity provided by web certificates can help users guard against attacks where there is an attempt
to mislead users about who a site belongs to. Common among these are phishing attacks in which a malicious site is
made to look and function similar to a legitimate site, and with a similar-looking domain name. This is the type of
attack we focus on in this paper. In other attacks, such as when a legitimate website is hijacked or affected by malware,
certificates will not be able to help.

While web browsers have removed the indicator for EV certificates, EV certs can still have an important role in user
safety by helping users distinguish fraudulent from genuine websites. As mentioned earlier, the overwhelming majority
of phishing websites feature Domain Validated certificates (offering next to no assurances about identity), appearing as
‘secure’ (via the lock symbol) to the end user. Due to the short-lived nature of phishing websites—most phishing sites

IThroughout this paper we focus on Google Chrome, as it is by far the dominant web browser in terms of usage [30, 58].
*Twitter no longer uses an EV certificate.
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& GitHub, Inc. [US] | github.com
(a) Legacy EV (circa mid-2019)
& twitter.com
(b) EV
& facebook.com
(c) OV
@ dior.com/en_int
(d) DV
@® Not secure | apache.org

(e) No certificate

Fig. 1. Certificate indicators and URLs as shown in Google Chrome, mid-2019 and current (mid-2022). (Note: At the time of our
original study Twitter used an EV certificate, but they have since switched to an OV.)

exist for less than 24 hours [2]—blocklist solutions such as Google Safe Browsing are not an effective solution. The
assurances that come with EV and even OV certificates could be a key factor in helping users avoid phishing attacks.

In light of the potentially confusing browser certificate interfaces, the question is: What do users rely on to make
their decisions about which websites are secure? Since at the time of this study the indicators for EV, OV, and DV were
visually identical, our goal was to examine the impact of visual appeal on perceived security, in an effort to understand

if this is an important factor in user decision-making.

2.3 Studies on Website Authentication and Certificate Interfaces

We now summarize the most relevant studies on website certificate interfaces. Earlier work [39, 60] has shown that
users, in general, do not notice security information in browser UlIs. [12] investigated alternative indicators before
implementing them in the Google Chrome browser, but their indicators did not address identity. [48] tested a browser
extension that displayed popups showing a website’s security status to users, and found that these were largely ignored
as well—although they were more effective when placed in the upper-right of the window. In post-task interviews with
participants, some reported making decisions about a website’s identity based on its visual appearance. Additionally,
a paper by [3] mentioned that participants in their study seemed to have been relying on appearance when rating
security.

These findings, taken together with the ‘halo effect’ of visual appeal, suggest that some users were perhaps making
online security decisions on visual appeal. In the absence of clear indicators, we speculated that people will make
judgments on security based on visual appeal since it was found to be an influential factor in other HCI domains, such

as usability, outlined in the next section.
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3 Dataset
3.1 Existing Website Database

In order to experimentally study the effect of visual appeal on perceived security, we needed to control for certain
factors: Mainly visual appeal and security, but we also wanted to eliminate potential confounding variables, such as
usability and prior experience. For visual appeal, we needed a website that was very appealing and also one that was
not appealing to users. However, having two different websites to fill these roles would introduce confounding factors,
including potentially different usability levels. Therefore, we needed to have a single website that could be manipulated
to fit the required visual appeal levels. In everyday life, broken things can be perceived as less secure (e.g. a broken lock,
window, or door). It was therefore important to ensure that usability was held constant across the high and low visual
appeal websites to eliminate the possibility of usability influencing ratings of visual appeal or security.

Our dataset is based on the Gold Coast City Council website (Fig. 2a) and a low visual appeal variant of this website
(Fig. 2b). The Gold Coast website was chosen for its user-perceived characteristics as determined by prior studies [46].
This website was selected among 52 websites as the most visually appealing, and user and expert-based usability testing
showed that it was reasonably easy to use. It was also found to be unfamiliar to users, which is needed to eliminate
potential confounds of prior experience. The websites were all in English.

In the Lva variant of the Gold Coast website, the colours of the original images were inverted, and the background
colours were changed from beige to lilac, and from grey to evergreen [46]. The colour of the textual background (white)
was not changed to help preserve perceived usability. These manipulations were found to be effective [46]: users
rated the original website as significantly more visually appealing than the low visual appeal variant. Importantly, the

manipulations preserved usability, as there was no significant differences in perceived usability of the two websites [44].

3.2 Additional Changes and Website Conditions

The high visual appeal (Hva) and low visual appeal (Lva) websites allow us to examine the impact of visual appeal on
judgments of website security. We made further manipulations to the indicated security levels of the websites, through
their indicated certificates and URLs, to help provide context to any findings of effects relating to visual appeal.

There were four security/certificate levels: EV (3), OV (2), DV (1), and no certificate (0), and two URL levels: ‘real’
and ‘fake’. The ‘real’ URL matched the actual URL used by the Gold Coast City Council website (goldcoast.qld.gov.au).
The ‘fake’ URL (citygoldcoast.com; owned by us) was chosen because it was available for purchase by anyone, and
could conceivably pass as the Gold Coast’s actual URL. We think it therefore approximates what might be used in an
attack site impersonating the Gold Coast City Council.

The ‘real’ URL was paired with the EV and OV certificates, and the ‘fake’ URL with the DV certificate and no-
certificate condition. These pairings were also chosen for their real-life plausibility: it is easy for a fraudulent website to
acquire a DV certificate, but not OV or EV.

The URL-certificate pairings seen by participants are shown in Fig. 3. These pairs were combined once each with the
high and low visual appeal websites in Fig. 2, giving a total of eight conditions. These conditions, shown in Table 1,
enable us to separately compare the effects of visual appeal and indicated security on user perceptions of security.

All websites were hosted locally on our lab’s servers, and were only accessible from inside our lab—including our

copy of the Gold Coast website bearing its ‘real’ URL.

Manuscript submitted to ACM



What is Beautiful is Secure 7

® 21.7c  sufreport Counci 3o Contact Council

CITY OF

search Q
GOLD :

Council Community Planning & Bui Environment Business.

It's the Gold Coast. Full

J \
G 0 D V ] f 5 Stop.
L AV OB We are rolling out a new brand

for the Gold Coast. It's a big
project. We are getting ready to
show our new confident image to
the world when we host the
Commonwealth Games in 2018.

More information —

Welcome

Libraries
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an outstanding global city which is proudly loking towards the future. An important strategic initiative for Council,
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Key Features page with helpful tips and Frequently Asked Questions. ———
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(a) The high visual appeal (HvA) website.
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CITY OF
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Council Community Planning & Bui Environment Business Council & Online Services

It's the Gold Coast. Full
Stop.

We are rolling out a new brand
for the Gold Coast. 1t's a big
project. We are getting ready to
show our new confident image to
the world when we host the
‘Commonwealth Games in 2018.

Mora information —

Welcome .
Defined by its spectacular beaches, hinterland ranges, forests, waterways and vibrant communities, the Gold Coast is GC Parks
an outstanding global city which is proudly looking towards the future. An important strategic initiative for Council,

residents, visitors and businesses is an online community that interacts in a variety of ways. Feedback

Forms & Applications

1f you would fike to find out more about the features of this website or Council's online initiatives, then please read our
Key Features page with helpful tips and Fraquently Asked Questions.

News & Media
Events.
For Residents For Visitors For Businesses. Have Your Say)

(b) The low visual appeal (Lva) website.

Fig. 2. The websites used in Study 1 and Study 2.

In Study 1 (Section 5), the conditions used were L2 and H1. In Study 2 (Section 6), all eight conditions were used.
To reduce confounds such as learning effects and boredom, the eight conditions were split into two groups, so each
participant only saw four conditions.
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@ City of Gold Coast [AU] | goldcoast.gld.gov.au
(a) Legacy EV (circa mid-2019), ‘real’ URL
# goldcoast.gld.gov.au
(b) OV, ‘real” URL
@ citygoldcoast.com
(c) DV, ‘fake’ URL
® Notsecure | citygoldcoast.com

(d) No certificate, ‘fake’ URL

Fig. 3. Certificate indicators and URLs shown to participants (paired with websites in Fig. 2) in Study 2

Table 1. Conditions used across the two studies in this paper.

VisuAL APPEAL LEVEL

Securrty Lever  High (H) Low (L)

EV:3 H3 L3
oV:2 H2 L2
DV:1 Hi L1
No certificate: 0 Ho Lo

4 Research Questions and Hypotheses

We used these websites in studies with users where we sought an answer to the question: Do users rely on visual appeal
to make security judgments on websites?

Our main goal was to test the hypothesis: What is beautiful is secure. Specifically, our hypothesis was that a highly
appealing website would yield higher levels of perceived security than a visually unappealing website, regardless of
what security indicator is shown. If people rated the more visually appealing website as more secure, regardless of its
actual security level, then we could conclude that visual appeal drove user perceptions of security.

As a secondary goal, we wanted to replicate the findings of previous work which showed an influence of visual appeal
on judgments of website usability. The second hypothesis is that participants will rate the more visually appealing
websites as more usable, in spite of the fact that the websites’ actual usability levels are identical.

We examine these research questions across two studies, one in-lab and one online. The two studies are described in

Sections 5 and 6 below.

5 Study 1: In-Lab Study

The first study was carried out in-person, in our HCI research lab. Participants interacted with live websites, and
completed questionnaires assessing their perceptions of visual appeal, security, and usability. In the context of security,
having time to browse a website and interact with the browser’s certificate indicator would give users the identity
information they need to determine authenticity. Therefore, in Study 1 of this paper, we allowed users time to browse the
Manuscript submitted to ACM
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websites they were presented, which allowed them the opportunity to gather more information than first impressions
alone could provide.

Our hypothesis was that a visually appealing website with weak security would yield higher security ratings from
participants than a website that was lower in visual appeal but had higher security. If people rated the more visually
appealing website as more secure, regardless of its actual security level, then we could conclude that visual appeal
drove user perceptions of security. As a secondary goal, we wanted to replicate the findings of previous work which
showed an influence of visual appeal on judgments of website usability. We predicted that participants would rate the
more visually appealing website as more usable, even though the websites’” actual usability levels were identical.

The aim of Study 1 was to test the two hypotheses in a simple experiment, examining two opposing cases: High
visual appeal with DV and low visual appeal with OV (which provides website identity information in the certificate
interface). These two certificates are only distinguishable by interaction, since they have the same certificate indicators.
By holding as many factors constant as possible between the two conditions and minimizing confounds, the differences
in participant ratings between the two websites could more readily be attributed to visual appeal. This initial study
focused on opposing cases to quickly determine if there was evidence supporting the hypotheses.

Participants were able to interact with the live websites, allowing them the opportunity to explore both the website,
and information pertaining to its certificate, displayed in the browser UL The high visual appeal (Hva) website had
a DV certificate, which offers no ownership or identity information, and a ‘fake’ URL. The low visual appeal (Lva)
website had an OV certificate which provided the website’s website identity information, and the website’s ‘real’ URL.

This study was cleared by our institute’s research ethics board.

5.1 Method

5.1.1 Participants Twenty-one volunteers participated in this study (14 females, 7 males). Twelve were aged 18-19,
eight were 20-29, and one was over 30. All 21 people were educated or working on their university degrees, but none
were experts in cybersecurity. Nine had backgrounds in psychology, sociology, or cognitive science, four people had
backgrounds in each of: computer science or engineering, biology/chemistry/medicine, and law/criminology/forensics.
All participants had 20/20 or corrected to 20/20 vision, and screened for colour-blindness (to ensure that they could
differentiate between the nuances in visual appeal). All participants were technology-savvy regular Internet users,
stating that they used mobile phones, laptops and/or desktop computers on a daily basis. Sixteen used Google Chrome
as their predominant browsers, four used Apple Safari, and one used Microsoft Internet Explorer/Edge. Participants

were individually tested, with each session lasting approximately one hour. All participants were English-speakers.

5.1.2  Apparatus and Location Participants were tested using a PC computer, running Windows 10. The study took
place in a private room inside a human-computer interaction laboratory. The participant and the researcher were in the
same room, with the researcher interacting with the participant to explain task descriptions on the computer screen
that the participants were interacting with, and to probe participants for further insights. Participants’ audio and video
were not recorded, but an eye-tracker (Gazepoint GP3 Desktop) was used to capture what participants were looking
at on the screen. The entire study was managed using LimeSurvey, an open-source online survey tool, hosted on our
secure servers. The websites were also hosted on our laboratory’s secure servers, and were only accessible from our

local area network.

5.1.3 Materials and Design Two versions of the website were used: H1 (Hva with a DV which is less secure) and L2

(Lva but with an OV which is more secure). Ten information retrieval tasks (five per website) were given to participants,
Manuscript submitted to ACM
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Table 2. Likert Scale Security Questions

This is a legitimate website offering genuine services.

This is a fake website intended to trick users into using it.

I am confident enough in the authenticity of the website to create an account.

I am doubtful about the authenticity of the website to create an account.

I would feel safe to purchase something from this website.

I would feel it was dangerous to purchase something from this website.

* I'would feel it was safe to store private information on this website.

% ['would feel it was dangerous to store private information on this website.
This website is secure from hackers.
This website has been taken over by hackers.

% The website is trustworthy.

* The website is suspicious.

The website would guard your data carefully.

This website might allow unauthorized access to your data.

* Used in Study 2

* ¥ ¥ ¥

in random order. Examples of these tasks are: “How many beaches are located in the Gold Coast,” “Does the Gold Coast
require pet dogs to be registered,” and “What breakfast restaurant is highly recommended and won an award?” None of
the information retrieval questions targeted website or personal security.

An informed consent and demographic questionnaire were administered to determine the participants’ background
information (e.g. age, gender, and education). The System Usability Scale (SUS; [4]) and the Visual Aesthetics of Websites
Inventory—Short version [VisAWI-S; 29] scales were used for perceived measures of usability and visual appeal, before
and after website use, respectively. The objective usability in the form of per task performance measures were: Task
completion time in seconds with a maximum three minutes and success (pass if the answer is correct and within time
limit). Both the SUS and VisAWI-S used the 5-point Likert format, where a score of 1 means ‘strongly disagree’ and 5
means ‘strongly agree’.

We created our own questionnaire to evaluate perceived security (Table 2). There were 14 items: seven positively-
phrased questions about website security (e.g. “I would feel safe to store private information on this website”) and seven
negatively-phrased variants (e.g. “I would feel it was dangerous to store private information on this website”). This was
to help ensure that participants were attentive and deliberate in their responses. Like the SUS and the VisAWI-S, each
question used a 5-point Likert scale.

This study adopted a within-group design, where all participants saw both websites and filled in each questionnaire.
The interaction with the websites was counterbalanced, to avoid order effects. Participants were only told to evaluate
the websites with their honest opinions, with no mention of security, in an effort to avoid priming, biasing, or otherwise

influencing participant experience and opinions.

5.14  Procedure Each participant did the experiment separately in one-on-one sessions with the researcher. Each session
started with a briefing on the study’s purpose, and an explanation of how the eye-tracker works. Next, participants
signed informed consent forms before beginning the study. The study started with the demographic questions before
prompting the participants to click a link which would open one of the two websites in a different tab. At this stage,
participants had 30 seconds to browse through it before being prompted to return to the survey and fill in the visual
appeal, usability, and security scales. Then participants were asked to go back to the website they had just interacted
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with and complete five information retrieval tasks, one at a time. Participants completed all five tasks before proceeding
with the same visual appeal, usability, and security questionnaires about their experience, after having used the website
for up to 15 minutes. This sequence of browsing, rating, doing five new information retrieval tasks, and rating again was
repeated for the other website but for a new set of five questions. Participants then completed the last set of post-task
questionnaires (VisAWI-S, SUS, and Table 2) about their experience and which website they preferred for visual appeal,
usability, and security. The researcher asked them summary questions that reiterated the preference questionnaire and

asked for additional comments or feedback.

5.2 Results

First, we examine the eye-tracker results, to gain an understanding of what participants were looking at during their
interactions with the websites. Second, the results from the VisAWI-S, SUS, and security scale were plotted, using
beanplots to gain a general understanding of the data. Third, we checked the normality and homogeneity of variance

assumptions. Thus, we proceeded to use parametric statistics reported in the Statistical Analysis section below.

5.2.1 Eye-Tracker During the pre-use browsing task, none of the participants fixated on, or interacted with the browser
indicator next to the URL, for both websites. Instead, for both websites, users spent their time examining the body of
text in the center of the page, the small print at the bottom of the page to see that the copyright year was current, the
title and logo at the top left, and the website’s menu bar at the top, often pausing to examine the menu options in the
dropdown that appeared when participants hovered over an option. For the information retrieval tasks, participants
focused on searching for the answers within the websites. None of them fixated their gaze on the browser indicators or
the URL during these tasks. This suggests that the certificate was not a factor that influenced user perceptions of security.

Therefore, the only other factor that could have caused the difference in results is visual appeal.

5.2.2 Beanplots Data were graphed using beanplots [18] to gain an understanding of any emerging trends. Beanplots
are similar to box plots, but they also show the distributions on both sides of the vertical bar. Beanpots visually present
the population spread which allows for more accurate conclusions to be drawn. Beanplots were created to gain a general
understanding of the data, with pre- and post-use for both websites being depicted in each beanplot. Fig. 4a shows
the results for visual appeal ratings, Fig. 4b shows the security results, and Fig. 4c shows the usability results. In each
figure, the grey beans are the pre-use ratings, and the white are post-use. The first columns on the left represent the
Hva website, and the ones on the right represent the Lva website. The data appeared normally distributed.

Visual appeal and usability both show the same trend: Pre-use ratings (the grey beans) are a little higher than post-use
ratings (the white beans). This seems to suggest that participants had somewhat lower perceptions of usability and
visual appeal after use. The statistical results section, below, examines the significance of this difference. The opposite
trend occurred for security, where post-use ratings seem to be higher than the pre-use ratings, especially in the Lva
website. However, the security rating of the Hva website is virtually identical pre-and post-use in Fig. 4b, suggesting
that this may not be a significant difference. Given that the certificate indicators did not change throughout this study,
the fluctuations in security ratings may be attributable to other factors, as suggested by our hypotheses. This topic is
further discussed in the Statistical Analysis section below.

When examining the differences between the means of visual appeal, security, and usability, as seen in Table 3, we see
that visual appeal, security, and usability appear to be closely rated, across all websites, pre- and post-use. Specifically,
we note that even though the LVA website is regarded as more secure by offering more identity information in the certificate,

it is being rated as less secure than the Hva website, which has a DV certificate. This trend continues after use as well,
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Fig. 4. Likert scale ratings (1 is ‘strongly disagree’; 5 is ‘strongly agree’) before and after use for visual appeal, security, and usability
questionnaires: Hva/DV (H1) and Lva/OV (L2) websites. The dark-coloured beans represent pre-use ratings, and the light-coloured
beans post-use. The horizontal lines indicate each bean’s mean: black for pre-use, and red for post-use.

Table 3. Means (X) and standard deviations (SD) of Likert scale responses (1 = ‘strongly disagree’; ‘5 = strongly agree’) to the visual
appeal, security, usability questionnaires, before and after use: Hva/DV (H1) and Lva/OV (L2) website

Pre-Use Post-Use
Hi1 L2 Hi1 L2

Questionnaire X SD X SD X SD X SD

Visual Appeal 4.10 0.54 274 097 3.62 0.76 246 0.78
Security 3.52 0.57 254 0.66 3.51 0.70 2.68 0.60
Usability 4.00 0.64 350 0.73 336 0.88 3.09 0.67

which supports the hypothesis that the Hva website would be rated as more secure, regardless of the actual security

level. The significance of these differences is tested in the next section.

5.2.3 Statistical Analysis We checked the normality and homogeneity of variance assumptions, to ensure that we
used the proper statistical tests (i.e. parametric or non-parametric). Normality was tested using Shapiro-Wilk [35, 40],
and Levene’s test [31] was used to examine the homogeneity of variance assumption. None were violated. Thus, we
proceeded to use parametric statistics.

For t-tests with significant results we report Cohen’s d effect sizes. We adopt Cohen’s benchmarks for effect sizes: a
d value of 0.2 is interpreted as a “small” effect size, 0.5 is “medium”, and 0.8 is “large” [7]. Cohen’s d is the difference in

means divided by the pooled standard deviation, the latter of which is calculated here as:

fSDf + SD?
2

Verifying the differences between the two websites. To verify that visual appeal was significantly better in the Hva
website, we ran paired, one-sided t-tests. We ran one-sided tests since we expected the Hva conditions to be rated as
more secure. As expected, visual appeal was significantly higher in the Hva website pre- (£(20) = 6.27,p < .001,d = 1.72)
and post-use (¢(20) = 5.98,p < .001,d = 1.55) than in the Lva website. Both pre-use and post-use d values (1.72, 1.55)
exceed the threshold for a “large” effect size. The objective usability of the two websites was not significantly different,

Manuscript submitted to ACM



What is Beautiful is Secure 13

Table 4. Pearson’s correlation coefficients (r) between pre- and post-use ratings of perceived visual appeal, security, and usability, for
the Hva and Lva websites

Pre-Use vs. Post-Use

Questionnaire ~ Hva Lva

Visual Appeal .75 sk 77 sk
Security .80 #xx .77 k%
Usability .57 * .39 ns

#:p<.05 xx:p<.01 #xx:p<.001 ns:p>.05

as the differences in average time per task (¢(20) = 0.78, p = .44) and the average number of tasks completed correctly
(t(20) = 0.70, p = .49) were both insignificant. This suggests that participants used the websites with similar efficacy
and any differences in perceived usability may be due to non-usability factors. The average time per task and the
average number of successfully completed tasks were negatively correlated in both the Hva (r = —.64, p = .002) and
Lva (r = —.62, p = .004) websites. This suggests that participants who had difficulty on a task had to work on it for

longer before moving on to the next task.

Experimental factors. To test the impact of visual appeal on security, we ran two one-sided, paired t-tests, where the
expectation was that the Hva website would be rated as having higher security ratings (regardless of actual security).
As expected, security was rated higher on the Hva website both pre- (£(20) = 6.08,p < .001,d = 1.58) and post-use
(¢(20) =4.11,p < .001,d = 1.26). Both pre-use and post-use d values (1.58, 1.26) exceed the threshold for a “large” effect.

To examine the impact of use and of interacting with the website, we ran two paired, two-sided t-tests on perceived
security ratings pre- and post-use. Use did not alter people’s opinions of security of the Hva (#(20) = 0.15, p = .88) or
the Lva (t(20) = —1.43, p = .17) website.

To verify that visual appeal also affected usability, as per the second hypothesis, we ran two one-sided, paired t-tests.
Perceived usability between the two websites differed significantly before use (¢(20) = 3.13, p = .003,d = 0.74) but not
after (¢(20) = 1.69, p = .05). The d pre-use d value exceeds the threshold for a “medium” effect size.

5.2.4 Implications for the Hypotheses Therefore, the results of Study 1 provides evidence for the first hypothesis,
that what is beautiful is secure. The appealing website yielded higher levels of perceived security than the visually
unappealing website, even though the less appealing one had verified identity ownership and the correct URL. Based
on these results, we could conclude that visual appeal drove user perceptions of security. Furthermore, the results of
Study 1 also provide evidence for the second hypothesis, that visual appeal was relied on for the judgments of website

usability, where the website that was higher in visual appeal also scored higher in usability, particularly pre-use.

5.25 Correlations For purposes of comparison to other correlational studies in the literature (e.g. [53]), and to verify
the relationship of visual appeal, security, and usability, we ran a series of Pearson correlations, the results of which
can be seen in Tables 4 and 5, and visualized in Fig. 5. First we compare pre-use and post-use ratings for the three
questionnaires by website (Table 4). As expected, pre-use visual appeal ratings for both the Hva and Lva websites were
strongly and positively correlated with their post-use counterparts. The same was true for pre- and post-use ratings of
security. For usability, strong positive correlations were observed only with Hva websites.
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Table 5. Pearson’s correlation coefficients (r) between perceived visual appeal and security, pre- and post-use, for the Hva and Lva

websites

Milica Stojmenovié, Eric Spero, Milo$ Stojmenovié, and Robert Biddle
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Fig. 5. Pre-pre and post-post Pearson’s correlation coefficients (r) from Table 5: 1 = ‘strongly disagree; 5 = ‘strongly agree’

Table 5 shows correlations between visual appeal and security, pre- and post-use, for both websites: Hva and Lva.
For the Hva website, pre-use visual appeal was strongly and positively correlated with pre-use and post-use security.
Similarly, for the Lva website, pre-use visual appeal was strongly and positively correlated with pre-use and post-use
security.

Visual appeal and usability for the Hva website were also strongly and positively correlated pre-use (r = .51, p =.019)

and post-use (r = .53, p = .014). Similarly, for the Lva website, visual appeal was significantly and positively correlated

to usability both pre- (r = .44, p = .04) and post-use (r = .47, p = .03). These results support the beanplot and statistical
analysis results from the previous two sections.
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5.2.6 Choice Results Each participant was asked to identity which website they would consider: the most visually
appealing, the most usable, the most secure, which they would purchase from, which they would log in to, and which
they thought was the ‘real’ one. 100% of the participants chose the Hva website for all of these questions. Many participants
mentioned that the Hva website was more “trustworthy”. The Lva website was described as “weird”, where the colours
and pictures felt “off”. Participants said that the Lva website had a poor, bad-looking design. Only one participant said
that the websites appeared to have the same security levels, yet they said they would still choose the Hva one over the
Lva one for any task that they had to accomplish. These results also support the hypothesis that the Hva website yields

higher ratings of security, regardless of the actual website security levels.

5.3 Discussion

Taking all the results together, from the eye-tracker, the beanplots, the statistical and correlational analysis, there is
strong evidence that supports the hypothesis that visual appeal largely influences perceived security. It also provides
evidence that supports previous findings in the literature (e.g. [54]), that visual appeal influenced perceived usability.

More importantly, security was rated significantly higher on the Hva website, before and after use. This shows us
that visual appeal did strongly influence participants’ opinions of security. Therefore, what is beautiful is secure holds.
These findings were further supported by the correlation analysis, which are also in alignment with previous work in
the field (e.g. [53]).

Every participant stated that the Hva website was indeed higher in visual appeal, more usable, and more secure.
This is dangerous, as it demonstrates a willingness on behalf of users to hand sensitive information over to a website as

long as it has high visual appeal, regardless of its actual level of security.

5.4 Limitations

While the results of Study 1 provide evidence to support the hypotheses, it does have some limitations. The study
demographic was homogeneous, with most participants being young and educated. It also had a relatively small number
of participants (only 20). Moreover, Study 1 focused on two web certificates, whereas there are three website certificate
types, with the absence of a certificate accounting for a fourth certificate condition. Therefore, there was a need to do a
more detailed analysis and follow-up study that would examine more website conditions along with polling a larger
and more diverse participant group. Another potential limitation is that the security scale we created and used was not
validated beforehand. The scale may have also been too long, as some participants found some questions redundant.

For Study 2, the scale was shortened (please see Section 6.1.2 (Materials and Design) in Study 2 for more details).

5.5 Conclusions

The results of Study 1 indicate that visually appealing websites are rated as more secure. We were able to arrive at this
conclusion by keeping as many factors constant in Study 1. Specifically, there were two opposing visual appeal levels
(high and low), and two seemingly identical security levels (OV and DV), since these are indistinguishable without
interaction with the indicators. Therefore, the difference in ratings would most readily be attributed to visual appeal.
On the basis of the literature, we suspected people would not interact with indicators, and our eye-tracking results
confirm this. Without interaction, the security indicators appeared identical, meaning that visual appeal was the only
factor that affected user decisions. In broader usage of the web, however, users may encounter visually distinct security
indicators. Hence, to get a better understanding of the influence of visual appeal on security, Study 2 included all four

security conditions and both visual appeal variants. The details of Study 2 are in the next section.
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6 Study 2: Online Study

The results of Study 1 confirmed the hypothesis that visual appeal was influencing security decisions, and also the
hypothesis that it influenced usability. However, that study had some limitations: there were only 20 participants, and
we used only two certificate levels (OV and DV). The aim of Study 2 was to examine more cases in order to enable a
more detailed analysis of the effect of visual appeal on security and usability. To see if our hypothesis held with a larger
and potentially more diverse sample of participants, and to separately examine the effects of all four certificate levels
(an exhaustive list), we devised a second, online study, which recruited participants using crowdsourcing recruitment
platform MTurk through CloudResearch [25]. The study was cleared by our research ethics board.

In Study 2, we focused on further testing both hypotheses. As previously mentioned, our primary hypothesis was
that a highly appealing website would yield higher levels of perceived security than a visually unappealing website,
regardless of what security indicator is shown. If people rated the more visually appealing website as more secure,
regardless of its actual security level, then we could conclude that visual appeal drove user perceptions of security. Our
secondary hypothesis was that participants will rate the more visually appealing websites as more usable, even though
the websites’ actual usability levels were identical.

In Study 2, all four certificate security levels were used in combination with the two visual appeal levels (Hva and
Lva) to give a total of eight conditions: H3, H2, H1, HO, L3, L2, L1, L0. As mentioned earlier, EV is the certificate
offering the most assurances to users, but OV is more widespread, and we were interested in examining whether users
distinguish between it and the less secure DV. In Study 2, we use the legacy EV certificate indicator (seen in Fig. 3a)
and the current indicators: OV, DV, and ‘no certificate’ (Figs. 3b—3d). We use the legacy EV indicator for purposes of
comparison with current indicators.

A main threat to website security is fraudulent (e.g. phishing) websites that have similar appearance and content
to real websites, and they have URLs chosen to mislead users. They can only be distinguished from genuine sites
by the certificates or by knowing and carefully checking the URLs. The legacy EV and current OV (security levels 3
and 2, respectively) website variants were given the website’s real URL, and the DV and no certificate (levels 1 and
0, respectively) variants were given a fake but plausible URL, to mimic real-life situations and phishing attacks. The
URL/certificate indicator combinations shown to users can be seen in Fig. 3 (see Section 3). Based on the results of Study
1, where participants did not look at or interact with certificate interfaces, and since we wanted the same participant to

rate 4 conditions, participants in Study 2 examined screenshots rather than interactive websites.

6.1 Method

6.1.1  Participants 186 people (97 males, 89 females) volunteered for this study. Out of these, 53 were aged 20-29, 81 were
aged 30-39, 35 were aged 40-49, and 17 were aged 50 or over. 53 had a high school diploma, 108 had an undergraduate
degree, 22 had a master’s degree, 3 had a PhD or professional school (medical, dental, legal, etc.) qualification. 40
had backgrounds in computer science or engineering; 29 in sociology, psychology, or cognitive science; 24 in biology,
chemistry, or medicine; 18 in history, art, education, politics, or linguistics; 18 in business; 11 in mathematics, statistics,
or physics; 2 in law, criminology, or forensics; 1 in construction; the rest had no academic background or did not wish to
disclose this information. Participants individually completed the survey online, with each session lasting approximately

15 minutes. All participants were English-speakers.

6.1.2  Materials and Design The questionnaire was hosted on our laboratory’s secure server using LimeSurvey, and
distributed by CloudResearch. To better ensure careful responses, we accepted only those participants with a 99%
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approval rating and above, and more than 1000 Human Intelligence Tasks (HITs) approved. We also included measures
in the survey to filter out bots, or those who were not paying attention. Inspiration for such measures came from work
done by [5]. We provided a short math question (“What is 2 + 2?”) in the form of an image, so that it could not easily be
answered via a script. We also added several text boxes with no accompanying instructions; several participants entered
comments in these text boxes that were either out-of-context, random-seeming, or that otherwise made no sense. We
also restricted it to participants in the USA. The SUS and secsurity scales have negative questions to help identify those
who are not carefully reading the questions. A total of 14 participants were removed as a result of our screening process.

An informed consent was administered first. Then, a demographic questionnaire was administered to determine the
participants’ background information (e.g. age, gender, and education). The same scales from Study 1 were administered
for visual appeal and usability. The security questionnaire was shortened to eight questions (four positive; four negative)
to save time. This was done since brief analysis showed that it was sufficient (no significant differences between the long
and short results). Each question in all of these scales used the Likert format (5-point system, from ‘strongly disagree’
to ‘strongly agree’). The final post-task preference questionnaire involved 7 choice questions where participants had to
select one of the four websites that they thought was the most visually appealing, usable, secure, which one they would
purchase from, log in to, recommend, and which they thought was real.

To avoid fatigue and confusion during the study, the eight conditions were split into two groups in Study 2. Each
group had one of each certificate, shown in Fig. 3, and both levels of visual appeal. In the first group, the Lva websites
had the two highest security levels (EV and OV) and the two Hva websites had the lowest security levels (DV and no
certificate): L3, L2, H1, HO. We call this group MisMATCHED henceforth, as high visual appeal is paired with low security,
and vice versa. In the second group, the Hva websites had the highest security levels, and the Lva websites had the
lowest security levels (DV and no certificate): H3, H2, L1, and L0. This group we call MATCHED.

Half of the participants were put into the first group, and half were assigned to the second. Each person saw each
certificate level once, but saw two instances of the Hva and two instances of the Lva website. This was done to eliminate
any confusion about certificate levels and any learning effects therein. The exposure to the websites within each group
was randomized, to avoid order effects. Participants were only told to evaluate the websites with their honest opinions,
with no mention of security, in an effort to avoid priming, biasing, or otherwise influencing participant experience and

opinions.

6.1.3  Procedure Each participant did the experiment online, at their own convenience. After the participants answered
demographic questions, they were shown four websites in randomized order, according to the groups mentioned in the
previous section. For each of the four websites, participants had a screenshot of the homepage to examine and were
asked to fill in the visual appeal, usability, and security scales for the screenshot. Participants then completed the final

post-task 7-item preference questionnaire.

6.1.4 Data Analysis Data were graphed using beanplots to gain an understanding of any emerging trends. We checked
the normality and homogeneity of variance assumptions, to ensure that we used the proper statistical tests. We then

proceeded to examine the data statistically to test the hypotheses.

6.2 Results
6.2.1 Beanplots
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Fig. 6. MiSMATCHED ratings (1 = ‘strongly disagree’; 5 = ‘strongly agree’) aggregated by visual appeal level. The red lines show group
means, and the dotted lines stretching across the plot show overall means.
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Fig. 7. MISMATCHED ratings (1 = ‘strongly disagree’; 5 = ‘strongly agree’) for each website condition. The red lines show group means,
and the dotted lines stretching across the plot show overall means.

Table 6. Mean ratings per website, MiSMATCHED and MATCHED groups

MISMATCHED MATCHED
L3 L2 Hi1 HO H3 H2 L1 Lo

Visual Appeal 2.94 290 4.06 4.03 404 3.92 273 273
Security 2.89 295 3.52 3.37 3.64 351 271 241
Usability 3.63 3.61 4.06 4.01 391 3.94 348 342

MismAaTcHED: Beanplots of participant ratings of visual appeal, security, and usability were created to gain a general
understanding of the data. In Fig. 6, responses from the four conditions (L3, L2, H1, and H0) were aggregated by visual
appeal to help highlight the effect of the websites’ respective visual appeals: in each plot, the first bean represents the
two Lva websites, and the second bean represents the two Hva websites. Then, Figs. 7a-7c separate the conditions to
look for effects of certificate security level. The means for MISMATCHED can be seen in Table 6.

As seen in Fig. 6, the Lva website conditions were rated as less visually appealing, less secure, and less usable than the
Hva. This is indicated by the difference between the beans’ respective means bars, and also by the shape of the beans,
where the Hva beans tend to be slightly heavier on top.
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Fig. 8. MATCHED ratings aggregated by visual appeal level
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Fig. 9. MATCHED ratings for each website condition

When viewing the conditions separately (Fig. 7), it is apparent that the pattern persists across all certificate levels.
Specifically, the means for the Hva websites are higher across all three factors: visual appeal, security, and usability.
Further inspection shows that the means for the two Hva websites and the two Lva websites were nearly identical for
visual appeal (Fig. 7a) and usability (Fig. 7c). However, in addition to the difference between the Lva and Hva websites,
there was a small difference between H1 and HO in the security ratings (Fig. 7b), where H1 was rated as slightly more

secure than HO.

MatcHED: Fig. 8 shows beanplots for MATCHED aggregated by visual appeal, and Fig. 9 depicts each condition
separately. The means are shown in Table 6.

Fig. 8 shows that the Lva website conditions were rated as less visually appealing than the Hva, less secure, and less
usable. Again, the mean bars for Hva are higher than Lva, and the Hva beans are also heavier on top.

When examining the MATCHED beans separately for each condition (Fig. 9), the pattern persists across all certificate
levels. Specifically, the means for the Hva websites are higher across all three factors: visual appeal, security, and
usability. Further inspection shows that the means for the two Hva websites and the two Lva websites were identical or
nearly identical for visual appeal (Fig. 9a), between H3 and H2 for security (Fig. 9b), and usability (Fig. 9c). There was a
small difference between L1 and L0 in the security ratings (Fig. 9b), where L1 was rated as slightly more secure than L0.

It seems that there is a pattern across both groups that supports both hypotheses: Users perceive more visually
appealing websites as more secure and more usable, even when the visually appealing website’s security indicator suggests
that the website is not secure. In the next section, the statistical significance of these results is examined.
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Table 7. Tukey HSD multiple comparisons of security means with 95% family-wise confidence: MisMATCHED and MATCHED. The
“Diff” column shows the difference in security means between the two websites.

MISMATCHED MATCHED

Conditions  Diff. p d  Conditions Diff. p d

L2-13 0.06 ns - H2 - H3 —-0.12 ns -
H1-13 0.63  #xx  0.65 L1-H3 —0.93  #xx —1.05
HO-L3 0.49 xx  0.48 L0 —-H3 —1.22 %% —1.42
H1-12 0.57 s#xx 0.59 L1-H2 —0.81 s%x —0.87
HO-L2 0.42 * 0.42 L0 - H2 —1.10 *xxx —1.21
HO0 - H1 —0.14 ns - LoO-L1 —-0.29 ns -

#:p<.05 xx:p<.01 #xx:p<.001 ns:p>.05

Table 8. Tukey HSD multiple comparisons of usability means with 95% family-wise confidence: MisSMATCHED and MATCHED. The
“Diff” column shows the difference in usability means between the two websites.

MISMATCHED MATCHED

Conditions  Diff. p d  Conditions Diff. p d

L2-13 —0.01 ns - H2 - H3 0.03 ns -
H1-13 0.44 #xx  0.66 L1-H3 —0.43  #xx  —0.63
HO0-L3 0.38 *xx 0.57 L0 - H3 —0.49 xxx  —0.74
H1-12 0.45 #xx  0.63 L1-H2 —0.46 #xx —0.67
HO-L2 0.40 k% 0.55 L0 -H2 —0.52  #xx —0.79
HO0 - H1 —0.05 ns - Lo-L1 —-0.06 ns -

#:p<.05 xx:p<.01 #xx:p<.001 ns:p>.05

6.2.2 Statistical Analysis We checked the normality and homogeneity of variance assumptions, and found that none
were violated. Thus, we proceeded to use parametric tests to test our hypothesis: ANOVAs with follow-up Tukey HSD
tests, and Pearson’s correlation coefficients. Pearson’s correlations were examined for purposes of comparison with
prior studies in the literature on visual appeal and usability that were correlational in nature.

For ANOVA tests with significant results we provide 1712] effect sizes. For Tukey HSD tests with significant results we
present Cohen’s d effect sizes (see Tables 7 & 8).

MismaTcHED: Our first hypothesis was that a highly appealing website would yield higher levels of perceived security
than a visually unappealing website, regardless of what security indicator is shown. If people rated the more visually
appealing website as more secure, regardless of its actual security level, then we could conclude that visual appeal
drove user perceptions of security. In the case that there are two Hva websites and two Lva, we predict that the Hva
websites will be rated as more secure, even if their security levels are worse.

A one-way, four-group ANOVA (within-subjects) was computed. Significant main effects (F(3,388) = 9.59, p < .001,
’7123 = 0.07) were found for security scores between the L3, L2, H1, and HO conditions. Tukey HSD multiple comparisons
of means with 95% family-wise confidence were calculated (see Table 7). In Tables 7 and 8, every comparison between
high and low visual appeal was significantly different (p < .001 in most cases), with Hva always being rated as more

secure than LvA. In MISMATCHED, the two Hva conditions were rated as the most secure despite them being the least
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secure, providing supporting evidence for the hypothesis that visual appeal is guiding security judgments, regardless of
actual security levels. The only two non-significant differences were (1) between the Lva with OV and Lva with EV
(L2 & L3), and between Hva with no certificate and Hva with DV (HO & H1). When participants were presented with
websites that look the same but with varying degrees of security, there is no evidence that they rated them differently
in terms of security.

Our second hypothesis was that participants will rate the more visually appealing websites as more usable, even
though all four websites’ actual usability levels are identical. Significant main effects were found (F(3,388) = 11.90,
p <.001, 7712, = 0.08) for usability scores between the four websites in the MisMATCHED condition. Tukey HSD results
(Table 8) show that the Hva websites were always rated as more usable than the Lva. The usability ratings of the two
Hva, and the two Lva also were not significantly different from each other. This evidence strongly supports our second

hypothesis that visual appeal influences usability ratings.

MATCHED: In seeking an answer to our first hypothesis, a one-way four-group ANOVA (within-subjects) was
computed for the security ratings of the MATCHED group. Significant main effects were found between the four websites
(F(3,348) =39.49, p < .001, 1712, = 0.25). Tukey multiple comparisons of means with 95% family-wise confidence were
then calculated. Once again, as seen in Table 7, every pair that compared high with low visual appeal categories was
significantly different (p < .001 in each case), with Hva always being rated as more secure than Lva. The only two
non-significant differences were (1) between the Hva with OV and Hva with EV (H2 & H3), and (2) between Lva with
no certificate and Lva with DV (L0 & L1)—cases where there were actual differences in security, but no difference in
visual appeal. This is consistent with our first hypothesis.

For the second hypothesis, we predicted that usability would be rated higher when visual appeal was higher and that
usability would be rated lower when visual appeal was lower. Significant main effects were found (F(3, 348) = 14.79,
p <.001, qf, = 0.11) for usability scores between the four websites in the MATCHED condition. Once again, the Tukey
HSD results (in see Table 8) show that the Hva websites were always rated as more usable than the Lva. Similar to the
MISMATCHED group, the usability ratings of the two Hva, and the two Lva also were not significantly different from
each other. This provides further evidence in support of our second hypothesis that visual appeal seems to be dictating

the usability ratings.

Comparing across MISMATCHED and MATCHED: A series of pairwise between-group t-tests were conducted to compare
security means across MiISMATCHED and MATCHED. The tests are one-sided where the visual appeal levels differ, where the
Hva security means are predicted to be greater than the Lva means; the tests are two-sided otherwise. The Bonferonni-
corrected results are shown in Table 9. In all cases where visual appeal levels differ between the two websites, the Hva
website is rated as significantly more secure (p < .001) than the Lva website. This is true even in cases where the HvA
security level is lower: L3-H2 (t(182.5) = —4.51, p < .001) and HO-L1 (¢(181.75) = 4.53, p < .001). Of these, H0-L1 is the
most remarkable: HO is rated as more secure despite its security indicator explicitly reading “Not secure”, and the L1

indicator showing a lock symbol.

6.2.3 Correlations To further explore the relationship of visual appeal on security and usability, Pearson’s correlations
were computed; the results are provided in Table 10. In all the correlations explored, there was a reasonably high
(r = 0.3-0.65), positive, and statistically significant (p < .01 in one case; p < .001 in the rest) correlation. These suggest
that visual appeal is related to both security and usability ratings, pre-use.
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Table 9. Pairwise between-group t-tests of security means with Bonferonni correction, comparing MISMATCHED against MATCHED.
The “Diff”” column shows the difference in means (MiSMATCHED—MATCHED) between the two websites.

MISMATCHED
L3 L2 Hi1 Ho
Diff. p d Diff. p d Diff. p d Diff. p d
8 H3 -075 s##x —083 —0.69 *#+ -076 —0.12 ns - —026 ns -
E H2 —-0.63 =#xx —0.66 —0.57 =#%x —0.59 0.00 ns - —-0.14 ns -
g L1 0.18 ns - 0.24 ns - 0.81 **xx 0.86 0.67 %% 0.67

Lo 047 = 0.47 0.53 == 0.53 1.10  sxx  1.20 0.96 k% 0.98

¥ p <.05  xx:p <.01 #xxx:p <.001 ns:p>.05

Table 10. Per-condition Pearson’s correlation coefficients (r) between (i) visual appeal (VA) and security, and (ii) VA and usability:
MiSMATCHED and MATCHED groups

MISMATCHED MATCHED
VA & VA & VA & VA &
Security  Usability Security  Usability
L3 .49 s 43 sk H3 59 sk .58 #xx
L2 .62 sxx 60 sk H2 43 sk .58 sxx
H1 .35 sk 56 sk L1 62 sk .54 sk
HO .30 =x .65 ok Lo 49 sk 43 sk

wx: p < .01 sk p < .001

6.2.4 Choice Questions Of the four websites they saw, participants were asked to select which best matched each of

the following criteria:

(1) the most visually appealing,

(2) the most secure,

(3) the most usable,

(4) the one they would purchase from,
(5) the one they would log in to,

(6) the one they would recommend, and

(7) the one that was a ‘real’ website.

A chi-square test was calculated first, followed by family adjusted pairwise comparisons for each question (Tables 11
and 12).

MismaTcHED: For each of the seven questions, H1 was the most popular response in MisMATCHED (Table 11), followed
by HO, and then L3 and L2 which were not significantly different. This means that the Hva website with a DV was
rated as the most visually appealing, more secure, and most usable. It was also chosen the most when participants
were asked which website they would make a purchase from, which one they would log in to, which one they would

recommend to others, and which one they thought was the authentic website. This means that most participants chose
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Table 11. Choice questions, MisMATCHED: Choice frequencies with chi-square test, and family-adjusted pairwise comparisons

Choice frequencies Family-adjusted pairwise comparisons
Question L3 L2 H1 HO x L3-L2 L3-H1 L3-H0O L2-H1 L2-H0O H1-HO
Visually appealing 5 2 66 25 106.49 sk ns Hokok sk sk ek gk
Secure 9 4 67 18  102.41 k% ns ook ns skokk Kk sk
Usable 17 6 52 23 47.22 sxx * o ns ks o ok
Purchase from 16 8 50 24 40.61 #** ns Hokok ns Aok ok Hok o
Loginto 17 7 56 18 57.02 s * sk ns sk * sk
Recommend 16 8 50 24 40.61 **x ns Hokk ns Hokok *k ok
Real 15 7 55 21 54.65 %% ns sk ns sk * ok

*:p < .05 sk p < .01 wkx: p <001 ns: p > .05

Table 12. Choice questions, MATCHED: Choice frequencies with chi-square test, and family-adjusted pairwise comparisons

Choice frequencies Family-adjusted pairwise comparisons

Question H3 H2 L1 Lo x H3-H2 H3-L1 H3-Lo H2-L1 H2-Lo L1-Lo

Visually appealing 59 22 3 4 93.36 %k k% ok o sk ok ns
Secure 56 27 3 2 88.27 xxx E Hokok Hokok Hokok Kok ns

Usable 57 22 7 2 84.09 xxx ks ok otk Kok ok ns

Purchase from 55 25 8 0 38.61 #*x *% ok ok ok Hk o sk
Loginto 56 24 5 3 82.27 s Hofek otk otk otk otk ns
Recommend 56 24 4 4  82.18 sxx Hokok sokok ok otk ok ns

Real 55 26 4 3 81.36 #*x *% Rk ok ok sk ns

*p < .05 sk p < .01 sk p < .001 ns: p > .05

the most secure Hva website—even when there were more secure LvA options. Participants even chose the image that

explicitly said “Not secure” as being more secure than ones with valid certificates.

MarcHED: H3 was the most popular response in MATCHED (Table 12), followed by H2, and L1, and LO0. In other words,
most participants in MATCHED thought that the Hva website with an EV certificate was the most visually appealing
and most secure. This website was also chosen as the one they would make a purchase from, the one they would
log in to, the one they would recommend to others, and the one they thought was the most authentic. However, the
usability of H3 was not statistically different from H2. Therefore, in MATCHED, most participants chose the visually
appealing website with the highest security—in this case, it actually did have the highest security certificate. In fact, the
most popular case was the legacy EV case, and despite it being discontinued, it was interpreted as representing higher

security.

6.3 Discussion

Altogether, the findings of Study 2 support the first hypothesis, What is beautiful is secure. Across the statistical and
correlational analysis of website ratings, and also in the choice questions, participants consistently rated visually
appealing website as more secure than their visually unappealing counterparts, even when the visually appealing website

featured no certificate, and was explicitly labelled as “Not secure”. We think this latter finding best demonstrates the
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power of visual appeal and its attendant effects on feelings of security: a strong signal of a website’s actual insecurity
(the “Not secure” label) was overshadowed by judgments of aesthetic qualities. Further discussion on the certificate
indicators and the halo effect are presented in the General Discussion section, below.

Additionally, in support of our second hypothesis, participants rated visually appealing websites are more usable as

well.

6.4 Limitations

One limitation of our design in Study 2 is that participants were not given the opportunity to use the websites or
interact with the web certificates. However, as mentioned earlier, previous findings suggest that they would have done
so, even if the opportunity was presented to them. Future research may seek to examine these hypotheses on familiar

websites and on mobile devices to mimic real life scenarios more readily.

6.5 Conclusions

The findings of Study 2 outline that objective security may play a role in people’s opinions of website security, even in
the absence of interaction with the browser indicators. However, the impact of visual appeal far surpasses the impact of
the security indicators, and arguably serves as a primary filter for security. Taken together with the results of Study 1,
we believe that we have strong evidence that What is beautiful is secure. These findings supplement previous findings
that visual appeal affects usabilty (e.g. [54]) and trust (e.g. [34]). Further investigation should occur to examine what

other factors are impacted by visual appeal.

7 General Discussion

The most reliable indication of a website’s identity—and its connection to a trusted entity—comes from web certificates.
The assurances they provide cannot be perfect, but nonetheless they remain worth having. Web browsers provide a
summary of this information in a lock icon placed beside the URL bar. Clicking on the icon brings up a menu where
more detailed information can be found, though it is not easy for non-technical users to understand. During the time
this study was conducted, the certificate indicator icon distinguished between two security levels: no certificate (the
icon reads “Not secure”), and Domain/Organization/Extended Validation (DV/OV/EV; where the icon shows a lock
symbol). However, we used an older EV certificate indicator for purposes of a richer security level comparison. This is
discussed below in Section 7.1.

Our results suggest that our participants did not primarily base their security-related judgments on the website
identity information provided by browsers. Across all tasks in both of our studies, the more visually appealing websites
(Hva) were consistently rated as more secure than their less visually appealing (Lva) counterparts. Remarkably, this
was true even when the Hva certificate indicator showed “Not secure”. The eye-tracking results from Study 1 showed
that participants never looked at these indicators as they used the websites, and they also never opened the certificate
information menu to see more detailed information. It seems that, in both of our studies, there was a halo effect of
visual appeal on security, where participants based their judgments of the website’s identity primarily based on its
appearance. In other words, we believe we have evidence that, from a user’s perspective, what is beautiful is secure. In
essence, despite any possible education on the meaning of certificates or of their indicators, it appears that users based
their judgments of the website’s security status on its appearance.

The only situation in which participants appeared to use the certificate indicator to inform their judgments of security

was during the choice questions in Study 2. For all choice questions, the top two choices were Hva websites, with
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the number one choice being the most secure out of the two Hva options. It appears that participants were using the
elimination by aspects heuristic [55], in which one chooses among a number of possibilities by sequentially eliminating
some options because they do not possess some attribute of importance. Here, the vast majority of participants seemed
to first eliminate two websites based on their visual appeal, and then either (a) choose based on the security level
suggested by the certificate indicator, or (b) choose randomly between the two. This pattern of behaviour presents
more evidence that our participants primarily make security-relevant decisions online based on the visual appeal of the
website. In real usage scenarios, of course, people do not choose among a number of alternative website interfaces, but
make decisions based on the single website they are on. Those who appeared to base their decision on the certificate
indicators likely did so only because it was the only way of distinguishing between the final two options. We think this
finding offers a potential glimmer of hope for website certificate indicators, which we discuss in Section 7.2.

In satisfaction of our secondary research goal, we found that participants in our studies also tended to rate more

visually appealing website as more usable, which is consistent with prior work on this topic [53].

7.1 The Trouble with Certificate Indicators in Browser Uls

Some form of the ‘legacy’ EV indicator used in Study 2 was used by all major web browsers until approximately mid-2019,
when it was decided that they would no longer give EV certificates a distinct appearance. In their announcement of this

change [6], Chrome developers explain why the decision was made:

Users do not appear to make secure choices (such as not entering password or credit card information)
when the Ul is altered or removed, as would be necessary for EV Ul to provide meaningful protection.
Further, the EV badge takes up valuable screen real estate, can present actively confusing company names
in prominent Ul and interferes with Chrome’s product direction towards neutral, rather than positive,

display for secure connections. (Chromium Security UX Team [6])

In support of the claim of that EV certificates do not positively affect security behaviour, they cite a paper by Google
researchers [50]. In one large-scale study, behavioural data was collected from 2% of Chrome users. When the EV
indicator was present there was a marginal increase on clicks to the certificate information menu, but no increase
in interactions with its functionality. Follow-up Mechanical Turk studies found that the presence of an EV indicator
had no effect on participant ratings of how comfortable they would be logging-in to a website. In general, they found
that users pay more attention to a website’s content than to the browser’s UI when making trust decisions. This latter
finding is consistent with older studies: for example, users in studies by [13] and [17] use language and spelling to
judge if a website is credible. Thompson et al. recommend that browser vendors offer “radical redesigns” of identity
indicators in order to improve their effectiveness.

In related recent work, [48] attempted to make certificate information more obvious and accessible by developing a
Chrome extension which emphasized basic information about its identity to users. These notifications were straight-
forward and came from a trustworthy source: the operating system (Windows or macOS). Participants noticed these
notifications, but their judgments of website identity, and their responses to post-task interview questions showed that
the content of the notifications was ignored. It seemed that users were instead making security-related judgments based
on the appearance of the website.

The results of the present study also show users making security-related decisions based website content—in this
case it’s appearance. Browser indicators were seemingly ignored—even the rather explicit “Not secure” signal provided
in the absence of a certificate.
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In sum, it seems that current certificate indicators (i.e. icons and occasionally text next to the URL) do not provide an
effective way for users to distinguish between any of the various certificate levels and the assurances of connection
security and identity that they offer. Since users do appear to using website content to inform their security deci-
sions, perhaps one alternative to current web certificate indicators would be to signal certificate information through
modification of the website’s content instead.

One example of such an approach that is immediately suggested by our results is to make insecure websites look
ugly. The results of Study 2 already provide empirical support for this. In the MiSMATCHED condition, the low security
websites were shown with high visual appeal, and participants incorrectly rated their security as high. In the MATCHED
condition, the same low security websites were displayed with low visual appeal, and they were correctly rated as low
security by participants. In real usage, a browser could additionally offer a message, for example: “This website display
is manipulated to emphasize that it is not secure”. However, a binary (beautiful/ugly) variable obviously cannot fully
convey a website’s complex security status, nor can it adequately express most of the identity information supplied by
its certificate. The primary purpose of such an approach would be to catch the user’s attention, and more information
needs to be made available to users (in an understandable format) to help them make informed trust decisions with

websites. This uglification technique might help set the stage for the presentation of such information.

7.2 A Glimmer of Hope for Existing Certificate Indicators?

The situation seems bleak for existing browser indicators, but we think one result of our study suggests a possibility for
how they might be salvaged.

In the choice questions (see Tables 11 & 12), participants tended to select the highest security option within the high
visual appeal conditions as the most secure, the one they would log in to, and so on. Whereas in our other experiments
users seemed to ignore the certificate indicators and use the website’s appearance to make security-related decisions,
in the choice questions they must ultimately choose between two Hva websites that differ only in their certificate
indicators. It is unlikely that participants were basing this decision on the full extent of the information that certificate
indicators are meant to convey, given that, for example, in the MiSMATCHED condition, they failed to select either of the
two Lva websites, which were the most secure. This artificial task forces participants to attend to certificate indicators.

This result suggests that helpful information about website security can be communicated to users if they are
required to attend to them. Perhaps the effectiveness of certificate indicators could be improved if browsers made
explicit attempts to teach users about their meaning.

Prototypes for educational interventions that temporarily borrow users’ attention could be developed and tested to
find the best method of portraying website security information. Potential solutions would vary in terms of the amount
of information they wish to convey to users, and subsequently the amount of users’ time and attention they would
take; there is a continuum of target outcomes varying from simple behaviour modification (such as what we observed
in Study 2) to improving users’ mental models of the concepts relevant to website identity and certificates. In prior
work, researchers have developed an interactive tutorial of the latter type as a web app which attempted to teach users
about Certificate Authorities, the different types of certificates, and what information they can contain may benefit
users by helping them verify the identity of websites [47]. The interactive tutorial was technologically crude, but it was
still able to produce significant learning effects. However, the tutorial took several minutes to complete, which would
be too demanding in a real-world usage context. Perhaps it is possible that in under one minute enough information
could be communicated to users that they are sufficiently aware of (a) the indicators and what they signify, roughly,

and (b) references to entities like Certificate Authorities and encryption. The following subsection cites one high-level
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approach to designing such interventions. If we made more of an attempt to help users understand the value of website

certificate indicators, perhaps their effectiveness could be improved. This possibility could be explored in future work.

7.3 Reducing the Halo Effect of Visual Appeal

There is evidence that greater familiarity with an object helps to reduce halo effects of one of its attributes on another
[19, 59]. This implies that the halo effect is a heuristic which is used to aid decision-making in cases where one’s
knowledge is lacking, and which is relied upon less the more one learns about the object. If true, this would mean that
efforts to improve users’ mental models of website security as was just discussed in Section 7.2 could not only make
certificate indicators more useful, but it could also serve as a robust safeguard against the halo effect of visual appeal.
To test this hypothesis, future studies could compare the halo effect of visual appeal with and without instruction about
the web certificates and the assurances they offer.

One challenge to this approach is the fact that security is an important, but typically secondary task for users (i.e.
people generally do not come to their devices to do security) which puts heavy constraints on how much time and
attention we can expect users to invest in learning security concepts. Visual appeal information, on the other hand, is
highly available for everyone. Perhaps if security information could be presented to users in a similarly available form
they would not rely on visual appeal cues from the website itself in their security decision-making. The difficulty is
that security matters are technically complex, and which makes gist explanations non-trivial. Users’ understanding of
software is largely determined by the system image [32], which normally leaves out security issues. One suggestion for
adding security information to the system image without overburdening the user is to leverage visualization techniques
(which lend themselves to the simple expression of complex ideas), and abstraction hierarchies such as those used in
Ecological Interface Design [57] (making elaborating details available on demand). The all-important particulars of
an informative yet economical security system image remain unspecified, and we think represent an opportunity for

challenging and interesting research.

8 Conclusions

This research contributes to an improved understanding of perceived security in websites, and of the relationship
between visual appeal, security, and usability. From these results, we can conclude that security and usability ratings
are strongly influenced by visual appeal. For websites, this means that an easy way to gain a user’s trust is to increase
the appeal of the website. However, this also means that attackers can take the same approach. In particular, where
attackers use visually appealing websites, perhaps cloned from genuine websites, users may be influenced by the visual
appeal and disregard any indicators—even ones that say “Not secure”. This also calls for the education of users on
website security and website certificates. The standardization of the presentation of certificate information along with
the differentiation of DV, OV, and now EV certificates is an essential part successful website validation that would
benefit any user. Future work could examine the effect of browsers making insecure websites less visually appealing, to
see if this would deter users from interacting with them. Furthermore, future work could explore the possibility of

applying these results to mobile devices, where the certificate and URL interface are often hidden to save screen space.
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